Introduction to
Forensic / Visible
Data files
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What are Forensic Files

* Forensicfiles include:
Data Recorder files
Visible data logs
Auditlog

Backup
+ Visible data logs are Symbio 800 data at 2 second intervals
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Connecting to Symbio

There are a few different methods
of connecting to the Symbio. We
are going to focus on the Direct
Connection (USB)
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_.|__| Tracer TU (1) - Startup Task Panel
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Offline Tasks:

Create Mew

Controller Configuration and TGP2 Programs
Facility Configuration

Open Existing

Controller Configuration and TGP2 Programs
Edit Facilty Configuration

Create UC400/UCE00 Trend Chart

Create Equipment Trend Charts

Convert TGP to TGP2

Import from CSET ar GraphlCS

Open Graphics Editor Job
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Connect Using:
(® Direct Connection @
() TU Adapter - Wired
() TU Adapter - Wireless

() Metwork Connection /
(") Remote Connection via Trane Connect

Connect to:

Connect to a controller directhy using a USB cable.

Discovery Options:

Upon connection to this device, how many ather
devices should also be discovered?

(@ Connect only to this device

() Discover ather devices on the same link

®] ® Help with the Startup Task Panel
I ® Getting Started with Tracer TU
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Retrieving files

@ e -
Fle View Repots Utiites FPreferences Tools eRTIEM Help
- = Retrieve Visible Datalog Files
ol = T
' D E = ll-l - 7&, Retrieve Forensic Package
; Metwork View (Default) AR NI T - 2 Custom Views | 3.UmitSioius | 4.Analog | 5.Binary 9.Controller Staius 10.Controller Sefiings

.

v Dynamic Proxy Connected to: | IPAK - E22B15821 ? gmw _ O -
- ams

} B IPAK- E22B15921

Model:  IPAK [t
BAS Communication: Mo Parent Configurad T Manual Dvemide Active: False Active Ovemdes
IMC Communication: Mo XMs Configured
O 1= © s =
Active Auto/Stop Command Auto Duct Static Pressure Active 2344 we
Discharge Air Temp Setpaint Active 75 °F Supply Fan Proving Yes
Dizcharge Air Temperature Active 7066 °F Supply Fan Run Command Yes

Selecting these two options allows the retrieval of data from
builtin data recorders.
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Retrieve Forensic Package

L. Retrieve Forensic Package - *
. i i (7]

If the Default path is Retrieve Forensic Package
un Ch ec ked y user Can Sel eCt Use default path gﬁ‘huuspehs‘;{dbjb\@neDmre - Trane Technologies'\Documents® Tracer TU'Forensic Package'Symbio
their own file destination. Status
Select retrieve button. : ogress

Audit Log Mot Started

] Backup Mot Started

Dialog box can be closed after | o..rewde ot Started
file retrieval. Diagnostics Not Started

Visible Data Logs Mot Started

The abovedisted documents are included in the forensics package. The ZIP package generated is not encrypted

but is received directly by Trane Technologies. The audit logs may include UserlD and system
activitiesinformation.
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Notice the files are .GZ
which means they need to
be unzipped before they
can be viewed.

Visible Data

[ Retrieve Visible Data Log — *
Same concept for File path Retrieve Visible Data/Log &
as before. L
et lse Default Path C:Users\irdbjbOneDrive - Trane Technologies \Documents' Tracer TLVisible Data Logs\Symbio

ZOOMIPAKY

Status: o

Selecting retrieve will

prom pt user about Operation VD_0000468.log.d [.I~[ ]~C22E04174~VD... Not Started Ready..! 02/15/2024 21:07:08  02/17/2024 01:31:18
. . VD_0000470.log.gz L.~[]~C22E04174~VD... Not Started Ready..! 02/17/2024 01:31:18  02/18/2024 03:51:39
takl n g time an d cannot b € VD_000047Llog.qz [.I~[ ]~C22E04174~VD...  Not Started Ready..! 02/18/202403:51:39  02/19/2024 08:29:37
p au Sed . V¥D_0000472.log.gz [..]~[ J~C2Z2E04174~VD...  Not Started Ready..! 02/19/2024 06:29:37  02/20/2024 11:01:58
VD_0000473.log.gz [.~[ ]~C22E04174~VD...  Not Started Ready..! 02/20/2024 1L:01L:58  02/21/2024 17:18:00

YD_0000474.log.gz [.~[]~C22E04174~VD... Not Started Ready..! 02/21/2024 17:18:00  02/23/202400:22:19

VD_0000475.log.z [.I~[ ]~C22E04174~VD... Not Started Ready..! 02/23/2024 00:22:15  02/24/2024 07:12:35

VD_0000476.log.0z [.~[ ]~C22E04174~VD... Not Started Ready..! 02/24/2024 07:12:35  02/25/2024 12:38:47

YD_0000477.log.qz [I~[]~C22E04174~VD...  Not Started Ready..! 02/25/2024 12:38:47  02/26/2024 13:00:50

VD_0000478.log.gz [.I~[ ]~C22E04174~VD... Mot Started Ready..! 02/26/2024 19:00:50  02/27/2024 20:31:01

Confirmation

Depending on the number of files selected. this operation will take several minutes to several hours,
and is unable to be intemupted or paused. Do you want to continus?

L]

:
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Using TU to View logs

;‘ Tracer TU (1) —

Fle View Reports  Lhilties Preferences  Wireless  Options  Help

— Launch Offline Equipment Trend View
[ [i2n
K | Network View (Default) ~|' 1.0ffline
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Viewer Browse to the location where
the files were saved

/

] Choose Archived Data File bt
Choose Archived Data File 7]
Folder Path  C:\Userstirdbjb"OneDrive - Trane Technologies'\Documents' Tracer TIU%\Data Logs™
.‘.L‘l.u"..'

Status: Mo files found.

File Name Size(KE) Start Time End Time
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File location

Notice the
unzipped version

D Choose Archived Data File
Choose Archived Data File

Folder Path  C:\Userstirdbjb\OneDrive - Trane Technologies'\Documents\Kroger Reheat'\RTU2\Visible Data Logs'

Status:  Loading...

VD_0000111.log.gz
¥D_0000112.log
¥D_0000112.log.gz
VD_0000113.lag
VD_0000113.log.gz
VD_0000114.lag
VD_0000114.log.gz
¥D_0000115.lag
VD_0000115.log.gz
¥D_0000116.log
¥D_0000116.log.qz
¥D_0000117.log
VD_0000117.log.gz
VD_0000118.lag
VD_0000118.log.gz
A vD_0000119.lag

VD_D000119.log.gz
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Picking your Data to Plot

B Plot List O X
Settings
Data Source: Available Data: Selected Data: Right "Y' Axis: [ ]

Act

Aut ]
T P Active Max Speed real = =
2]

Active Min Speed real |
Air Handler Phase Monitor Status.enum w5

(® Archived Data Log File | Alam Relay Manual Ovenide enum |
Alam Relay Status.enum

Allow Staging Indicator.enum |
Application Part Number real

Application Software Build real |
Application Software Revision real

Arbitration Method .enum |
Cabinet Style.int

Calc Running Fixed Speed Nominal Tons real |
Cale Runining Mominal Tons real

Capacity Control Mode Active int |
Capacity Control Occupied Debug State.int

Capacity Control Unoccupied Debug State int |
Charge Estimate Fit Var 1 Ckt 1.real |

ma

|
0

Charge Estimate Fit Var 2 Ckt 1.real

Charge Estimate Fit Var 2 Ckt 2 real

Charge Estimate Fit Var 3 Ckt 1.real

Charge Estimate Fit Var 3 Ckt 2 real

Charge Estimate Percent Chkt 1 real

Charge Estimate Percent Ckt 2 real

CIPD Held Region Threshold Rate real

CIPD Limit Hold Region Threshold Ckt1.real
CIPD Limit Hold Region Threshold Ckt2 real
CIPD Mod Limit Command real

CIPD Mod Limit Integral Time real

CIPD Mod Limit Proportional Gain.real

Circuit Auto Reset Indicator (CAR) Ckt1.enum
Circuit Auto Reset Indicator (CAR) Chkt2 enum
Circuit Debug State Chet1.int

Circuit Debug State Cht2int

Cirriit Maral Reast Indicatar iCMBL Tl 1 amom
£

oooooooOooooooood
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1 plot List
Settings
Data Source:

(® Archived Data Log File

Available Data:

EXV Maximum Steps Evap2A.int

EXV Recalibration Time.int

EXV Status Percent Evap1A.real

EXV Status Percent Evap2A real

EXV Status Steps Evap1Aint

EXV Status Steps Evap2A.int

Filtered Evaporator Air Temperature Setpoint real
Fittered Unocc DA Cooling Setpoint real
Fittered Unocc DA Heating Setpoint real

Force Dehumidification.enum

Front Panel Auto//Stop enum

Front Panel Compressor Lockout Cprsr1A.enum
Front Panel Compressor Lockout Cprsr2A enum
Front Panel Compressor Lockout Cprsr2B .enum
Front Panel Lockout Ckt1.enum

Front Panel Lockout Ckt2.enum

(Gas Heat Alam Present.enum

Gas Heat Emor Code int

Gas Heat Manual Stage int

Gas Heat Stage 2 Enable.enum

Gas Heat Staged Manual Ovenide enum

Heat Cool Mode Request BAS enum

Heat Cool Mode Request Default.enum

Heat Cool Mode Request Fittered enum

Heat Cool Mode Request Local enum

Heat Cool Mode Status.enum

Heat Debug State int

Heat Lockout Command.enum

Heat Manual Cveride Debug State.int

Heat Manual Ovenide Staging Request real
Heat Screens Required TD.enum

Heat Sequence Debug State.int

Heat Type int

Heater Minimum Off Time:int

Heater Prevvent Stane Time int

£

O X

Selected Data: Right "Y" Axis: [ |

|Ga5 Heat Enable.enum

|Ga5 Heat Flame Percent real

|:3a5 Heat Cortroller Phase.int

~

|
O

EEEEEEEEEEE  EEEENE
000000000000 00000

§

1RANEZ

TECHNOLOGIES




Plot

1. Set1
| Add Plot " Remove Plot " Save Chart Log " Remove Chart | L AWD_0000119.0og
Values  Gas Heat Enable Gas Heat Flame Percent  Gas Heat| * |+ | [¥]
Plot Time 71494
Curer T
[ Hide Al
[ Gas Heat Enable _
B Gas Heat Flame Percent %
[ Gas Heat Controller Phase 56244
4054.8
[+}
2485.2
915.6
N A BN R, L W W, W I, I
-654
0341 2/2024 03413/2024 03413/2024
20:00:00 00:00:00 04:00:00
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Excel Is another option

12
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Q&A
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http://images.google.com/url?sa=i&rct=j&q=questions&source=images&cd=&cad=rja&docid=PxVn4kDAWcdA8M&tbnid=5gfLQ3_DAutRbM:&ved=0CAUQjRw&url=https://www.fluentstream.com/5-questions-to-ask/&ei=FVxTUZjfNqrIigLZ74HYAg&bvm=bv.44442042,d.cGE&psig=AFQjCNFsb5yXBeWOQSarMsWc73Zk_Huo0w&ust=1364503953524045
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